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Defining Disinformation

A The related conceptual space

A

A Component of state-
sponsored influence activities
and information warfare
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Psychological operations
(including disinformation)

Information | ‘ Modern warfare

Cyber operations
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Formation of coalitions and alliance Search for methods of regulating a

conflict

Political and diplomatic pressure

Economic sanctions Economic Transition of Carrying
: : : : blockade economy to a § out complex
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leadership
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Military measures of strategic deterrence

Military measures
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Conduct of military Peacekeeping
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Psychological warfare

(including disinformation)
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“Three warfares”
concept

Disinformation
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Main Takeaways

A Disinformation: fabricated
narratives, intentionally
constructed or disseminated
with state support

A Present in Russian and
Chinese warfare strategy



Disinformation Case Studies




Estonia 2007




# Russian government events # Events involving both the Russian government & nongovernmental actors
# Events that involve only nongovernmental actors with no proven Kremlin # Main mitigation policies by the targeted state and allies
involvement # Other relevant events

Political
activities &
rhetoric

Economic
activities

Social
activities/civil
unrest

Talks to end
embassy siege

Mitigation
Policies and
events

17 May, start of
EU-Russia Summit

Pres gives up website;
_ru traffic stopped, etc.

Media
coverage*

Cyberattacks
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Disinformation linked to protests and cyber
operations

A Intelligence gathering
A Exploitation of US social media platforms
(Twitter, Facebook & Instagram)
A Spread anti-Hilary and pro-Trump
propaganda
A Spread divisive messages
A Sponsored political rallies in the US
A Distribution of disinformation through RT and
Sputnik

A Cyberattacks on political IT infrastructure and
exfiltration of subsequently leaked data,
circulated by Russian and Western media

U.S. 2016 &izzagate
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U.S. 2016 &izzagate

A Leaked emails from the Clinton
campaign adviser John
Podesta

A Disinformation: Clinton-run
child abuse ring in Comet Ping
Pong pizza

A Disseminated through Alex
Jones, Twitter, Facebook,
Instagram, Yelp

A December 2016, Edgar Welch,
convinced from online forums
that he had to find the children
himself, entered the
pizzeria with an rifle
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DSNXI| V& Qa HAM
and the Lisa case

Link between Russian disinformation,
protests and Russi abo

leadership

A 13-year old Russian-German girl
allegedly violated

A German police exposed the story as
fake

A Russian-state channels broadcast
the story and RussiI
diplomatic elite supported it

A Demonstrations via Facebook
involving representatives of the
German-Russian minority and neo-
Nazi groups



